
DIGITAL CYBER SAFETY



LEARNING OBJECTIVES;

• Safety aspects of technology

• Tools and Resources for parents

• Current dangers or potential risks

• Image-based abuse

• Inappropriate content

• How to get help and report



TAKE AWAY 
JUST ONE 

SLIDE 
TONIGHT….

Communication is the key



SAFETY ASPECTS OF TECHNOLOGY
WHAT DO WE KNOW ABOUT THE ONLINE 

ENVIRONMENT?

• Not much - Due to the 
internet/computing being a newer 
generational  thing (We didn’t grow 
up with it) its hard…

• Its forever changing, Remember as 
a parent CHANGE IS BAD…

• Never overreach – you may break 
it.

• Kids – Its like a second language.

• Kids embrace change.

• Kids – I wonder how far I can push 
this till it breaks? – Results

• Kids learn.

The online world will never not change!  The only consistence is change.

New programs, apps, websites, platforms, trends.



FIVE SIMPLE TIPS FOR PARENTS.

• Connect with your kids

• Learn their technology

• Get social

• Reputation management

• Stay calm

• Connect with your kids.

• Communication is the key

• Away from the online world. Talk 
about their interests and hobbies. 
They need to know you are 
someone they can trust above all 
else.

• CSO use grooming to target kids 
– they need to fail.



FIVE SIMPLE TIPS FOR PARENTS.

• Connect with your kids

• Learn their technology

• Get social

• Reputation management

• Stay calm

• Learn their technology

• Kids love to teach.  Allow them, 

ask questions. Listen and repeat. 

• What’s cool and why?

• Get an account.

• I remember the first sleepover. 

• Know the parents 

• How long--Where will my child 

be

• Is he safe

• Do they hold similar values

• SAME ONLINE



FIVE SIMPLE TIPS FOR PARENTS.

• Connect with your kids

• Learn their technology

• Get social

• Reputation management

• Stay calm

• Get Social.

• Make some friends on their 
platforms – Learn their world – Learn 
the tricks

• Monitor for your account

• Ask to join your kids profile

• If not a pet?



FIVE SIMPLE TIPS FOR PARENTS.

• Connect with your kids

• Learn their technology

• Get social

• Reputation management

• Stay calm

• Reputation management
• I was taught respect as a 

child

• I teach that value to my 

kids

• The same goes online

• Tell them its recorded

• EVERYTHING ONLINE IS –

FOREVER

• MSN Billabong Beach 

chick(Now  28 years old)



STAY CALM

• Never Panic

• Kids panic when you do.

• If they tell you something bad.

• Address the behaviour, not the 
online aspect. 

• Seek professional help.

• Keep the child informed of the 
process.

• (Tell appropriate involved persons)



TOOLS AND RESOURCES FOR 
PARENTS…

• Esafety Commissioner

• https://www.esafety.gov.au/

• Australian Government website for 
Cyber Crime

• https://www.cyber.gov.au/

https://www.esafety.gov.au/
https://www.cyber.gov.au/


GET ABUSE TAKEN DOWN…
• Generally, the quickest way to get abusive 

content taken down is to report it to the service or 
platform it was posted on.

• Services or platforms with clear rules, terms of 
use and reporting processes will also have safety 
agents or moderators, who can access reports and 
take action.

• Many popular social media services, games, 
apps, websites and search engines are included in 
the eSafety Guide, which includes general online 
safety information and direct reporting links.

• After you report abusive content, the service may 
remove the content straight away. They may also 
block the person who posted the image or delete 
their account.

• Remember if its illegal – report to police. 

• 000

• Crime stoppers

• Police link

(Grooming offences may require a 
statement)



TOOLS AND RESOURCES FOR 
PARENTS…

• Australian Government website for 
Cyber Crime

• https://www.cyber.gov.au/

https://www.cyber.gov.au/


CURRENT DANGERS OR POTENTIAL 
RISKS

• Everywhere is dangerous

• Similar to asking which streets are 
safe from cars?

• KIK

• TikTok

• Anything with Geolocate data

• Any PM or IM chat facility poses a 
risk of grooming.



INCOGNITO MODE…

• Deletes browsing history and  
cookies at the end of any session

• Cant be saved. Turning phone off 
will close app/session.

• Cautious about teaching you how 
to identify what sites that have 
been to, as they ill move to another 
more secure browser. (discord 
routes through tor)



HOTSPOTS…

• Both apple and android phones 
have the ability to create hotspots.

• The issues with this at school, is it 
goes around the schools firewall, 
and therefore the WHOLE internet is 
available (EG. Pornography)



IPHONE VS ANDROID

Follow these steps:

• .Go to Settings and tap Screen Time.

• .Tap Content & Privacy Restrictions and enter 
your Screen Time passcode.

• .Tap Content Restrictions, then tap Web 
Content.

• .Choose Unrestricted Access, Limit Adult 
Websites or Allowed Websites Only.

• Android also have parent controls. 
They differ depending on the 
company EG Samsung, Nokia, 
Google,  etc.



MONITOR VS KEYSTROKE

• Top 10 Apps for Parents to Monitor Kids 
Phone Usage

• FamiSafe by Wondershare: The Most 
Reliable Parental Control App 
Available. ...

• Qustodio. ...

• Net Nanny Family Protect Pass. ...

• MamaBear. ...

• Screen Time. ...

• YouTube Kids. ...

• Bouncie. ...

• RespondASAP.

• KidsGuard

• Pro

• Highster

• Keylogger

• Elite

• Keylogger

• mSpy

• KidLogger

• iKeyMonitor

• Hoverwatch



IMAGED BASED ABUSE

• Indecent images of a child is a criminal offence

• Unsolicited shared indecent  images of an adult  is a criminal offence

• Can report to Esafety Commissioner

REPORT TO POLICE (BE GUIDED BY ARGOS)





IF YOUR CHILD HAS BEEN EXPOSED 
TO PORNOGRAPHY

• Communication is the key

• Identify what they have seen

• Explain differences Porn v Real life

• Think about a psychologist



FOR FURTHER INFORMATION (USE LINKS 
TO REPORT AND GATHER 

INFORMATION)

• Esfatey.gov.au

• Raisingchildren.net.au (6-8yrs)

• You tube Internet safety for kids

• Bravehearts.org.au

• Kidshelp.com.au

• Childrens.health.qld.gov.au

• Aifs.gov.au

• Coolaurtralia.org/safety

• Mindblank.org.au (Teenagers)






